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Abstract

This paper presents an approach enabling economic modelling of information security risk management in contemporaneous

businesses and other organizations. In the world of permanent cyber attacks to ICT systems, risk management is becoming a crucial task

for minimization of the potential risks that can endeavor their operation. The prevention of the heavy losses that may happen due to

cyber attacks and other information system failures in an organization is usually associated with continuous investment in different

security measures and purchase of data protection systems. With the rise of the potential risks the investment in security services and data

protection is growing and is becoming a serious economic issue to many organizations and enterprises. This paper analyzes several

approaches enabling assessment of the necessary investment in security technology from the economic point of view. The paper

introduces methods for identification of the assets, the threats, the vulnerabilities of the ICT systems and proposes a procedure that

enables selection of the optimal investment of the necessary security technology based on the quantification of the values of the protected

systems. The possibility of using the approach for an external insurance based on the quantified risk analyses is also provided.
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1. Introduction

The Internet evolution is one of the greatest innovations
of the twentieth century and has changed lives of
individuals and business organizations. Sharing of informa-
tion, e-commerce and unified communication are some
typical main benefits of using the Internet. Trends like
globalization, higher productivity and reducing the costs
make business organizations increasingly dependent on
their information systems and the Internet services.
Potential attacks on the information systems and eventual
crash may cause heavy losses on data, services and business
operation. Security risks are present in the organization’s
information system due to technical failures, system
vulnerabilities, human failures, fraud or external events.
This is the main reason why organizations are investing in
information security systems, which are designed to protect
e front matter r 2008 Elsevier Ltd. All rights reserved.
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the confidentiality, integrity and availability of information
assets. Due to the rising awareness regarding the potential
risks of attacks and breaches, the investments in informa-
tion security are increasing and are taking different
approaches depending on the area of applications.
Although security technologies have made great progress
in the last 10 years, the security level of computers and
networks has never been considerably improved (Schneier,
2004; Whitman, 2003).
Almost a decade ago, a number of researchers began

to realize that information security is not a problem that
only technology can solve and tried to include also an
economic point of view. This approach enables business
managers’ better understanding of security investments,
because the importance of security failure is presented
through economical losses instead of technical analysis.
This is the reason why security-aware organizations are
shifting the focus on the prevention of possible failures
from what is technically possible to what is economically
optimal (Anderson, 2001; Anderson & Schneier, 2005;
Schneier, 2004).
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When looking on information security system from
economics point of view, economics can actually provide
answers to many questions where just technical explana-
tion has no satisfying answer: how does an organization
become secure in its IT-based operation? Which security
level is adequate? How much money should be invested in
security? Business organizations try to solve these ques-
tions in terms of risk management.

Information security risk management is the overall process
which integrates the identification and analysis of risks to
which the organization is exposed, the assessment of potential
impacts on the business, and deciding what action can be taken
to eliminate or reduce risk to acceptable level (NIST, 2002). It
requires a comprehensive identification and evaluation of the
organization’s information assets, consequences of security
incidents, likelihoods of successful attack to the ICT systems,
and business costs and benefits of security investments (Hoo,
2000). Standards and guidelines are available for information
security management, such as the ISO 27000 series and NIST
publications (ISO, 2005; NIST, 2008). Security risk manage-
ment applied by an organization usually consists of:
1.
 identification of the business assets;

2.
 threats identification and damage assessment that may

be caused by successful attack;

3.
 security vulnerabilities of the systems that the attack

may exploit;

4.
 security risk assessment;

5.
 measures to minimize the risk with implementation of

appropriate controls;

6.
1An identity theft is the illegal use of an individual’s personal identifying

information (such as name, address, date of birth, credit card number,

etc.) to impersonate that person and commit financial fraud.
monitoring the effectiveness of implemented controls.

This paper proposes a standard approach towards
assessment of the required ICT security investment and
data protection. In the approach proposed, the assets, the
threats and the vulnerabilities of the ICT systems are
identified first through a security risk analysis; then a
method for quantification of the necessary investment in
security provision is described. The paper ends with
discussion of the applicability of the approach for
enterprise security risk, an external insurance based on
the quantified risk analyses.

2. Gathering the data for security risk analysis

The goal of security risk analysis is to identify and
measure the risks in order to inform the decision-making
process. Risk analysis needs the data about information
assets in the organization, threats to which assets are
exposed, system vulnerabilities that threats may exploit
and implemented security controls.

2.1. Identifying the assets and their value for the

organization

The first step in security risk analysis process is to
identify the organization’s information assets. Assets are
information and resources that have value to the organiza-
tion. After the asset is identified it must be evaluated. The
valuation of tangible assets is pretty easy; they are
measured in money, with depreciation taken into account.
Tangible assets include physical infrastructure (such as
servers, workstations and network infrastructure) and
software elements of the information system. Usually, the
valuation of intangible assets such as business data,
organization knowledge, company reputation and the
intellectual property stored within the organizational
system is more difficult.
When the assets are assessed they are usually classified

into discrete categories, or class (FIPS, 2004; Microsoft,
2004; NIST, 2004). The classes facilitate the definition of
the overall security risks. They also help the organization
to focus on the most critical assets first. Different risk
assessment models define a variety of asset classes. While a
larger number of classes (e.g. 10) is more precise, a smaller
number (e.g. 3 or 4) of classes reduces the time to debate
and select the appropriate class designation. An example of
a three-class model is critical, moderate and low-asset class.
Typical critical assets are financial data, intellectual
property, bank account numbers, etc. Among moderate
assets are internal business information, purchase order
data, network designs and information on internal web
sites. Low-asset class typically presents information on
publicly accessible web pages, published press releases,
product brochures and white papers.
2.2. Identifying the threats

An organization’s information assets are exposed to
threats. A threat is any potential event with an undesirable
impact. To strengthen the level of protection and establish-
ment of security strategies, organizations must clearly
identify the threats facing their information assets.
The common threats to organizational assets are

distributed between different targets, such as networks,
software, data and physical components. Typically, the
threats are divided between natural disasters and human
acts, where the threats caused by humans can be malicious
or non-malicious. Some typical examples of malicious
human threats are theft, loss or destruction of an
organizational asset, fraud, unauthorized access to the
network services, infection with malicious code, disclosure
of someone’s personal data and identity theft.1 From most
reports, it is obvious that the number of security and
privacy incidents is growing. According to the 2007 CSI
Survey, insider abuses of network access, viruses and
laptop/mobile device theft are the top three types of
security attacks (CSI, 2007).
There are different types of humans doing the malicious

acts. They can be categorized as for objectives, access,
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resources, expertise and risk (Schneier, 2004). Each type
attempts to compromise the security for a variety of
reasons, such as renowned, publicity, gaining competition
advances, personal satisfaction, financial gain, revenge,
espionage and terrorism. The most known types are
hackers, lone criminals, malicious insiders, industrial
espionage, organized crime and terrorists.

The economic consequences of security breaches are
considerable.2 Currently, most financial losses are caused
by financial fraud, virus (also worms and spyware) and
system penetration by an outsider (CSI, 2007). The impact
of information security breach is counted as immediate
losses and indirect losses. Some typical immediate losses
are loss of revenue, loss of productivity and increased costs
(overtime costs, insurance premium, etc.). In many situa-
tions, actual immediate loss remains a small part of the
overall loss of security incidents. Usually, the indirect
losses appear to be more serious as they have much
longer negative impact on the customer base, supplier
partners, financial market, banks and business alliance
relationships and those costs are almost as high, and
sometimes even higher, than the immediate costs caused by
the security breach (Camp & Wolfram, 2004; Dynes,
Andrijcic, & Johnson, 2006; Rowe & Gallaher, 2006).
Indirect losses present damage to the reputation of the
organization, interruption of business processes, legal
liabilities, loss of intellectual property and damage to
customer confidence.

The loss due to a security breach is typically related to
the confidentiality, integrity of the data or availability of
information assets. Among them, the impact of confi-
dentiality-related security breaches is associated with
most significant losses in the organization assets value
(Campbell, 2003; Hovava & D’Arcy, 2003).

However, the data about the true cost of a security
incident are very difficult to find. One of the reasons is that
most of the organizations do not systematically track and
document security incidents. The other reason is that the
enterprises deal with the problems internally, fearing a
disaster in public relations, a devastating loss of consumer
confidence, or worse, revealing vulnerability to other
hackers. Currently, the most up-to-date actual data come
from different annual survey reports (CERT, 2007; CSI,
2007; DTI, 2006). These reports are a summary of an
inquiry where the businesses are reporting about the cost
that occurred after various categories of security incidents
over a year.

2.3. Identification of the vulnerabilities

Vulnerability is a weakness in security procedures,
technical controls, physical controls or other controls of
an asset that a threat may exploit. Most security incidents
are caused by vulnerabilities presented by flaws in software.
2The average annual loss reported in the year 2007 has been doubled

from that of the previous year (CSI, 2007).
Statistics reveal that the number of vulnerabilities reported
has increased dramatically over the years, from only 171 in
1995 and 1090 in 2000 to 8064 in 2006 (CERT, 2007).
Vulnerabilities are typically known as a technical issue;

however, there are vulnerabilities caused by human factor.
This type of vulnerabilities are caused by users sharing
their passwords or using weak passwords, by not under-
standing or ignoring security policies, opening non-trusted
e-mail, visiting web sites, or downloading software that
contains malicious code.
Software vulnerability disclosure has become a very

critical area of concern and has caused a hot debate
between scientists (Anderson & Schneier, 2005; Kannan &
Telang, 2004). Those in the open-source communities
argue that openness helps to defend the assets better and
more (Arora & Telang, 2005), while other researchers and
software vendors claim that openness is more valuable to
attackers (Rescorla, 2004).
One mechanism for ensuring security is to define

vulnerabilities as tradable externalities and the specific
good, which are considered the medium of exchange in
various vulnerability markets (Camp, 2006). This means a
vendor or system owner offers a reward for the first person
who illustrates vulnerability and the reward can be
increased as time passes and the system owner becomes
more certain of security. An alternative mechanism is an
auction where a person with knowledge of a vulnerability
announces its existence, while others indicate a willingness
to pay for it (Ozment, 2004).
Some organizations on a vulnerability market act as

infomediaries, which openly buy vulnerabilities (e.g.
iDefense and Tipping Point). The infomediary then shares
this information with its subscribers. The infomediary may
deliver a patch for the vulnerability or provide filters to
protect against attacks that exploit the vulnerability. In this
way, subscribers can protect themselves against attacks
that exploit those specific vulnerabilities. The Computer
Emergency Response Team (CERT) in contrast does not
pay or charge anything for vulnerability. CERT is acting as
an infomediary between friendly identifiers who volunta-
rily, with no explicit monetary gains, report vulnerability
information and the software users. In order to ensure that
such public notifications are not exploited by attackers,
CERT contacts the vendor for the appropriate patch and
waits for the convenient time before publicly disclosing the
vulnerability.
The overall question arises, why software vendors do not

make their products more secure on the first place. The
answer lies in economics. The security of software products
is difficult to measure and users hardly differentiate
between the more secure and the less secure products
(Anderson, 2001). The costs of adding good security to
software products are big, while the costs of ignoring
security are minor (Schneier, 2004). Because vendors are
unable to effectively charge a premium for extra security,
users are not willing to pay for it and vendors have a little
incentive to increase the security of the products. Software
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market suffers from the information asymmetry and is
often described as a market for lemons.3

To fix vulnerabilities in software products, vendors
release patches. According to the CERT, around 95% of
security breaches could be prevented by keeping systems
up-to-date with appropriate patches. The time window
between identification of vulnerabilities and creation of
exploits has shrunk dramatically over the years. Therefore,
organizations must act fast and apply patches to the system
as soon as they are released by the vendor in order to avoid
damages due to malicious acts (August & Tunca, 2005;
Cavusoglu & Zhamg, 2006). However, it is known that,
many systems are still left unpatched for months, even
years, and the consequences of not updating systems
promptly with necessary patches can cause severe damage
(Shostack, 2003). An example is the Nimbda worm, which
infected 2.2 million computers in the first 24 h after its
appearance, but the patch fixing this vulnerability was
released nearly 1 year before the incident (Dacey, 2003).
Some other examples where patch fixing the vulnerability
was available a long before the incident are SQL Slammer
worm, Code Red worm and Blaster worm.
3. Approaches for security risk assessment

Once security risks have been identified, they must be
assessed as to their potential loss and to the probability of
occurrence. Risk assessment is the determination of the
potential impact of an individual risk by assessing the
likelihood that it will occur and the impact if it should
occur. It helps organizations taking decision regarding the
necessary investment in security controls and systems in
areas that maximizes the business benefit.

There are many different methodologies for assessing
risks. Quantitative risk analysis attempts to assign numeric
values to the likelihood and impact of the risk and to the
costs and benefits related to the introduction of security
controls and systems. The purpose of security control is to
mitigate the risk up to a point where the marginal cost of
implementing controls is equal to the value of additional
savings from security incidents. In contrast to the quanti-
tative approach, the qualitative risk analysis attempts to
calculate relative values, instead of assigning exact financial
values to assets, expected losses, and cost of controls and
systems. Qualitative risk analysis is usually conducted
through a combination of questionnaires and collaborative
workshops.

Both qualitative and quantitative approaches have their
advantages and drawbacks. The problem with the quanti-
tative risk analysis is in non-existence of a standard method
that will effectively calculate the values of the assets and the
cost of the controls and systems required to be applied. The
advantage of a qualitative approach is in that the process
3A Nobel prize-winning economist George Akerlof employed the used

car market as a metaphor for a market with asymmetric information and

called it the market for lemons (Akerlof, 1970).
itself demands less staff and the accurate calculation of the
asset value (AV) and the cost of control is not required.
The drawback of the qualitative approach is in the
resulting figures that are usually vague as they are derived
as relative values of the assets. Typically, small-size
organizations with limited resources usually will find the
qualitative approach more convenient.
There are many different security risk assessment

methods and techniques. CERT proposed a risk assessment
mechanism named OCTAVE (Operationally Critical
Threat, Asset, and Vulnerability Evaluation), which enables
the risk evaluations to be carried out in line with the
organization size and in line with the available expertise in
the organization. Some other popular security risk assess-
ment methods are FAA (Federal Aviation Administration)
Security Risk Management, Facilitated Risk Assessment
Process (FRAP) developed by Tom Peltier (Peltier, 2005),
CCTA Risk Analysis and Management Method
(CRAMM) developed by the UK Government’s Central
Computer and Telecommunications Agency (CCTA) and
National Security Agency’s (NSAs), INFOSEC Assessment
Methodology (IAM) (Douglas, 2006).

3.1. Quantitative risk metrics

The exposure to a risk could be measured with different
quantitative metrics. A simple analytical method for risk
exposure proposes calculation of annual loss expectancy
(ALE). The first thing in ALE calculation is determination
of the monetary loss associated with an impact, or the
single loss exposure (SLE). The SLE is the total amount of
revenue that is lost from a single occurrence of the risk. It is
a monetary amount that is assigned to a single event that
represents the organization’s potential loss amount if a
specific threat exploits the vulnerability. Unfortunately,
determining the impact can be quite difficult for immaterial
assets.
The SLE is calculated by multiplying the AV with the

exposure factor (EF).

SLE ¼ AV� EF (1)

The EF represents the percentage of loss that a realized
threat could have on a certain asset. AV is the monetary
value of the asset. An oversimplified example that explains
the approach is in a case when the e-commerce web server
has an AV of h50,000, and a virus infection that has
affected the server results in estimated loss of 35% of the
value, then the SLE in this case is calculated and as a value
of h17,500.
Once the SLE has been calculated for a risk, determining

the likelihood of a risk occurring is proceeding. The Annual

Rate of Occurrence (ARO) is the number of times that an
organization reasonably expects particular risk to occur
during 1 year.
Security risk exposure is calculated by multiplying the

ARO and SLE. The product is called the ALE, which
represents the total amount of money the organization
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could one lose in 1 year if nothing is done to mitigate
the risk:

ALE¼SLE�ARO (2)

Calculating estimations for SLE or ARO is very difficult.
In the area there are very little actuarial data available, as
only few companies successfully track the security incidents
and report on them. The most accurate information
published so far appears to be the information in the
tables created from insurance claim data, academic
research, or independent surveys (CERT, 2007; CSI,
2007; DTI, 2006).

For example, if a virus infection at the e-commerce web
server results in h17,500 in damages, and the probability of
a virus infection has an ARO value of 0.5 (indicating once
in 2 years), then the ALE value for the owner of this
e-commerce server would be h17,500� 0.5 ¼ h8750).

4. Risk minimization strategies

Once risks have been identified and assessed, the
organization must choose the right strategy to minimize
the risk (NIST, 2002). The strategies include the following:
�
 Avoiding the threats and the attacks by eliminating the
source of risk or the asset’s exposure to the risk. This is
usually applied in cases when the severity of the impact
of the risk outweighs the benefit that is gained from
having or using particular asset; e.g. full open con-
nectivity to Internet.

�
 Reducing the asset’s exposure to the risk by implement-

ing appropriate technologies and tools (such as firewall,
antivirus systems, etc.) or adopting appropriate security
policies (like passwords, access control, port blocking,
etc.). Mitigation is the primary risk management
strategy.

�
 Transferring the risk responsibility by partially shifting

the risk to either outsourcing security service provision
bodies or buying insurance (Böhme & Kataria, 2006).
This way of transferring the risk is becoming, in the last
period, an increasingly important strategy for applying
security measures within the organization.

�

4Some researchers are suggesting a cost-effective analysis, rather than a

cost–benefit analysis, as the costs and benefits are not commensurate

(Geer, 2002).
Accepting the security measures as a cost of doing
business. Risk retention is a reasonable strategy for risks
where the cost of investment or insuring against the risk
would be greater over time than the total losses
sustained.

Ideal use of these strategies may not be always possible
and sometimes may involve trade-offs or using a combina-
tion of two strategies (Bosworth & Kabay, 2002). The
strategies are presented in Fig. 1. Security risk assessment
can be divided into four regions, which are defined by three
boundaries. The first boundary defines the minimum ARO
value, under which the risk of threat can be accepted. For
example, one could ignore risks with occurrence value less
than once in 1000 years. The second boundary is the
maximum SLE, above which the impact may have a
catastrophic consequences. For this type of threat, one
possible solution is transferring the risk to insurance
company or reducing the occurrence value under the
boundary limit. The third boundary is the maximum ALE
value, which defines threat avoidance. The remaining risks
can be mitigating by security investments. Fig. 2 illustrates
the procedure and the steps in minimization security risks.

4.1. Information security investment

Reducing risks through investment in security technol-
ogies is primary risk management strategy. The purpose of
the investment is to lower the probability and consequences
of security breaches. However, the investments are not very
high. According to the CSI (2007) survey, the average
indicated is around 3–5% of the organization’s IT budgets
that is being spent on security and less than 1% of IT
security budget is spent on awareness training (CSI, 2007).
One of the reasons may be the lack of general and

reliable models that organizations could use in making
decisions about how much is the optimal and most
appropriate investment in security controls and systems.
The second reason is that most organizations still treat the
spending on information security as a pure spending rather
as an investment.
The optimal level of information security investment

depends on the cost–benefit analysis.4 In many different
models, the costs of information security investment are
compared to the expected benefits (Gordon & Loeb, 2002;
Schechter, 2002). As long as the benefits exceed its costs,
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the investment in security solution is reasonable. On the
other hand, it makes no sense to spend more on security
solution than the original cost of the problem. An
alternative method that tries to analyze the optimal
information security investment is based on the so-called
game theory. This theory uses the interaction between a
potential hacker and the organization and tries to explain
situations of intrusions where the hacker has a motive to
attack and cause damage to particular organization
(Cavusoglu, Mishra, & Raghunathan, 2004).

Most of the currently used metrics for quantifying the
costs and benefits of computer security investments are
based on the calculated indicators such as return on
investment (ROI), net present value (NPV), internal rate of
return (IRR) or combinations of all of them.
4.1.1. Return on investment (ROI)

ROI is a popular accounting metric for comparison of
business investments. ROI simply defines how much an
organization gets from the spent amount of money.
Therefore, ROI can help an organization to decide which
of the possible options gives the most value for money
invested. For example, a company might use ROI when
deciding whether to invest in internal development of a new
technology/solution or to purchase a commercial product/
solution. The indicator is expressed as a percentage of the
returned investment over a specific amount of time. ROI
equals the present value of accumulated net benefits over a
certain time period, divided by the initial costs of
investment:

ROI ¼
Benefits� Cost of investment

Cost of investment
(3)

A simple example: if a new e-commerce web server costs
h10,000 and is expected to bring in h50,000 income over the
course of 4 years, the ROI for the 4-year period is 400%.
The cost of information security investments should be

considered as a compound of the system configuration
specific costs and the operating costs. System configuration
specific costs are typically one-time spend costs for
purchase (or development), testing and implementation of
defense solution that protects information assets from
possible threats. Operating costs are represented by annual
maintenance (upgrades and patching of the defence
solution), training users and network administrators,
monitoring the solution (Mizzi, 2005). The valid number
for cost of security investment can be generated quite
easily.
On the other hand, it is very difficult to define, assess or

measure the benefits. Firewalls, IDS, antivirus software
and other security solutions simply do not generate revenue
that can be measured. Therefore, the benefits resulting
from information security investment are measured as cost
savings that result from preventing information security
breaches (Gordon & Loeb, 2006). Benefits can be therefore
represented as a difference between ALE without security
investment and ALE with security investment:

Benefit ¼ ALEwithout investment �ALEwith investment (4)

Typically, the initial benefits will rapidly increase with
investments and later the benefit growth is stabilized due to
the reduction of the probability of security breaches. On
the other hand, the cost of security investment could be
initially low, but later it can increase due to the needs for
higher levels of security infrastructure in the organization.
The organizations should invest in security solutions up to
the point where the net benefits (i.e., benefits minus costs)
are at maximum. In the Gordon–Loeb model the optimal
investments in information security are ranging from
0% to 36.8% of the potential loss due to a security breach
(Gordon & Loeb, 2002). Later it was also found that in
some special scenarios investments up to 50% (or even
up to 100%) of the AV are allowed (Willemson, 2006).
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This model had also been successfully used in some
empirical analysis (Tanaka, Liu, & Matsuura, 2006;
Tanaka, Liu, Matsuura, & Sudoh, 2005).

A simple equation for calculating the return on security
investment (ROSI) is as follows:

ROSI ¼
ALEwithout investment �ALEwith investment � Cost of investment

Cost of investment

(5)

The calculation of an example is illustrates as follows:
the ALE of the threat of virus infection on a web server is
h8750, and after the purchase and implementation of a
h1600 worth antivirus safeguard the ALE is valued at
h3400. The annual cost of maintenance and operation of
the safeguard is h450, so the ROSI in the first year is

ðh8750� h3400� h1600� h450Þ

ðh1600þ h450Þ
¼ 160%

While ROI tells what percentage of return will be
provided with the investment over a specified period of
time, it does not tell anything about the magnitude of the
project. So while a 124% return may seem attractive
initially, would you rather have a 124% return on a
h10,000 project or a 60% return on a h300,000 investment?

4.1.2. Net present value (NPV)

In the case of long-term investments, the time attribute
presents a problem in calculating the ROI and managers
are mainly using the index known as NVP along with ROI
to justify expenditures. The NPV is a financial metric for
comparing benefits and costs over different time periods.
The methodology behind NPV is in discounting all
anticipated benefits and costs to today’s value, where all
benefits and costs are expressed in a monetary unit (e.g.,
Euros) (Gordon & Loeb, 2006).

The essence of the NPV is to compare the discounted
cash flows associated with the future benefits and costs to
the initial cost of an investment. The NVP gives the value
of the cash return that is expected and is calculated by
summation of the present net value of the benefits for each
year over expected n lifetime periods and by subtracting the
initial costs of the project. Suppose Bt is the present value
of the net benefits of period t, Ct all costs and i the internal
rate of discount. The NPV of the investment is calculated
as follows:

NPV ¼
Xn

t¼0

Bt � Ct

ð1þ iÞt
(6)

A positive NPV means that the project generates a profit,
while a negative NPV means that the project generates a
loss. Therefore, a project is profitable, if the NPV is greater
than zero. The NPV is useful in cases when alternatives are
being evaluated. For example, an organization chooses
between two security solutions where one costs h15,000 in
advance and the other costs yearly h5000 for 3 years. Both
solutions cost h15,000, but the second solution is better
because organization can invest the remaining money in
other places for a defined time. Therefore, the real cost of
the second solution is less than h15,000.
An important characteristic of NPV is that it provides

with information about the cash value of the expected
return and therefore indicates the magnitude of the project;
the drawback is in the lack of information about the time
the expected return occurs.

4.1.3. Internal rate of return (IRR)

Like the NPV, the IRR is often used to analyze long -
term investments. The IRR equals the percentage discount
rate that makes the NPV of the investment equal to zero:

Xn

t¼0

Bt � Ct

ð1þ IRRÞt
¼ 0 (7)

IRR is particularly useful when a multi-year investment
is made with costs that change radically from 1 year to the
next. But like ROI, IRR does not give any indication of the
magnitude of the project involved.
Each of these financial measures has its own strengths and

weaknesses. The ROI is intended to be used for evaluating
past investments, in contrast to the NPV and IRR, which
are typically used to make decisions about potential new
investments (Gordon & Loeb, 2006). ROI has the difficulty
in defining what the magnitude of the investment is and,
unlike the NPV or IRR, the ROI does not consider the time
value of money. However, calculating ALE is more difficult
for the NPV and IRR. In most cases, the NPV and IRR are
better indicators than a simple ROI calculation (Gordon &
Richardson, 2004). To get a clear and complete picture of a
prospective investment, the standard approach should be
based on all of these measures.
Although ROI has a number of limitations, when

compared with NPV and IRR, ROI is still by far the most
popular metric used. According to the 2007 CSI Survey,
39% of organizations use ROI as metric, 21% of them use
NPV and 17% use the IRR (CSI, 2007).

4.1.4. A practical illustration

The illustration of the process of comparison between
alternatives using cost–benefit analysis is provided in the
next example. An organization with 500 computers is
decided to reduce the security risk. It is estimated that the
potential annual loss from security breach would cost the
organization h1,000,000. The current implemented infor-
mation security controls reduces the security risk by 80%,
but this is not good enough. The organization’s security
goal is to reduce the probability of security breach to max
10%. The investment is intended for 4 years; after that
period, the state of security in the organization will be
evaluated again.
The organization wants to choose between three alterna-

tives. The first alternative is a low-cost security solution (LC),
which reduces the probability of a security breach to 10%,
which is just within the limits of security objectives. The
purchase price of this solution is h60,000 and organization
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estimate h20,000 for yearly maintenance costs for in-house
technical staff (updates, monitoring and upgrades).

The second alternative is professional solution (PRO),
which reduces the probability of a security breach to just
1%. Its purchase price is h100,000, while the annual
renewal price is h30,000. Because this is a more profes-
sional solution, the technical staff needs training, which
costs h30,000, but further yearly maintenance costs will be
smaller, just h5000.

The third alternative is outsourcing the additional
security (OUT). The company providing outsourcing
service assures that a probability of security breach is no
more than 7%. The company charges h150,000 for
implementing security solution and h25,000 for annual
maintenance and support. There is no need for extra in-
house technical support.

Benefits for each alternative can be simply calculated by
using the ALE and the promised reduction in probability
of security breach:

Benefits(LC) ¼ h1,000,000� (90%�80%) ¼ h100,000
Benefits(PRO) ¼ h1,000,000� (99%�80%) ¼ h190,000
Benefits(OUT) ¼ h1,000,000� (93%�80%) ¼ h130,000

In Table 1 the benefits are represented together with the
costs for all alternatives.

The first comparison is calculating the ROI. From Eq. (3)
we get the results:
Ta

Ca

Ye

0

1

2

3

4

ROI(LC) ¼ 186%
ROI(PRO) ¼ 176%
ROI(OUT) ¼ 108%
Table 2

The comparison between ROI, NPV and IRR calculation
So far it looks like LC solution is the favorite, but, as
was shown above, the ROI provides information on the
percentage of the value of return only and not on the actual
magnitude. Furthermore, ROI does not consider the time
value of money. In this case, Eq. (6) is used for calculating
the NPV, and the NPV calculation gives a solution
different from that provided with the ROI calculation:
Alternative ROI (%) NPV IRR (%)

LC 186 h223,676 128

PRO 176 h416,289 130

OUT 108 h222,325 59
NPV(LC) ¼ h223,676
NPV(PRO) ¼ h416,289
NPV(OUT) ¼ h222,325
ble 1

lculated benefits and costs for all alternatives

ar Rate Alternative LC Alternative PRO

Benefits

(h)

Purchase and

upgrade costs

(h)

Maintenance

costs (h)

Benefits (h) P

u

(

60,000 1

0.05 100,000 20,000 190,000

0.05 100,000 20,000 190,000

0.05 100,000 20,000 190,000

0.05 100,000 20,000 190,000
The final comparison is done with a calculation of the
IRR from Eq. (7). The IRR confirms the NPV results, and
is in favor of PRO solution:
urc

pg

h)

00,

30,

30,

30,

30,
IRR(LC) ¼ 128%
IRR(PRO) ¼ 130%
IRR(OUT) ¼ 59%
The presented example has some limitation, but it can
provide an approximate qualitative estimation. The PRO
alternative is most expensive, but it also seems the most
appropriate choice because NPV and IRR rank it first. The
LC alternative has the highest ROI, but this is mainly due
to ROI limitations. The results are presented in Table 2.
4.2. Information insurance

One of the strategies by which the organizations may
respond to the security risks is by transferring the risk to
insurers. Purchasing information insurance allows organi-
zations to reduce risks that remain, even when these
organizations are also using technical security solutions.
Insurance usually requires minimal investment and pro-
vides an environment where every party’s risk is a function
of the lowest investment. There is a clear economic
argument that insurance is an appropriate measure for
security mechanisms protection, when the reliability and
robustness of those mechanisms depend upon the weakest
link (Paxson, 1998). The positive side of using insurance is
also that insurance turns variable cost risks into fixed-cost
expenses, and organizations like fixed-cost expenses be-
cause they can be budgeted (Schneier, 2004).
Information insurance deals with risks of substantial

financial losses remaining after technical security measures
Alternative OUT

hase and

rade costs

Maintenance

costs (h)

Benefits

(h)

Purchase and

upgrade costs

(h)

Maintenance

costs (h)

000 150,000

000 40,000 130,000 25,000

000 5000 130,000 25,000

000 5000 130,000 25,000

000 5000 130,000 25,000
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have been instituted. Information insurance coverage
against losses from two classes of risk (Gordon, Loeb, &
Sohail, 2003).
�
 First party risks cover losses occurring directly to the
insurance holder. They include, for example, loss of
profits due to theft of trade secrets, destruction of
property (software, hardware and data), business inter-
ruption due to hacker or virus attacks and software
failures, etc.

�
 Third party risks cover financial compensation for losses

of third parties that occur due to shortcomings in the
insurance holder’s field of responsibility. For example:
damage caused by inadvertently forwarded computer
viruses, contractual penalties due to IT failures (because
a hacker or virus stopped insecure system), contents
placed on the company’s web site (infringement of copy-
rights), theft of information held about a third party
such as credit card records.

The leading providers of information insurance in the
market today are AIG and Lloyd’s of London, which had
offered the first specific information security policy in 2003.
Before pricing their policies, the insurers need to know
what the risks are. Counterpane Internet Security, partner
of Lloyd’s of London, evaluates an organization to provide
metrics to determine if the organization is risk-seeking or
has invested rationally in security (Counterpane, 2000).

According to the CSI (2007) survey, only 29% of
organizations are using information insurance. This is
mainly because insurers have no good actuarial data
available on which they base insurance rates. Therefore,
they have the incentive to add additional risk premiums and
charge more for these policies. Some researchers confirm
this and have also ascertained that current available
information insurance policies offered by insurance compa-
nies are nearly useless (Majuca, Yurcik, & Kesan, 2006).

The main problem still remains that security risks are
very hard to quantify. When insurance companies gain
experience and good actuarial data, the additional risk
premiums would shrink and prices for such policies would
become more attractive.

5. Conclusions

Information security risk management is a fundamental
concern to all organizations. This paper presents the
analysis of the problem associated with determining
investment in information security. The outcome of the
analysis resulted in a recommendation that could evolve in
a standardized approach. The approach starts with the
methodical system used in the risk management process,
which enables identification of the assets. This provides
good understanding of why and what should be protected
in a particular organization. The threat analysis provides
information about the threats and with what an organiza-
tion is to confront in the global business processes. The
combination of these approaches enables good under-
standing of the security information protection that may
have an impact on the on-going business. In addition to
that, the vulnerability analysis shows where and how the
threat could occur. By the combination of the identified
vulnerabilities and the respective controls that mitigate the
risk, the probability of occurrence of the threat can be
estimated. After the risk is defined, the financial metrics to
evaluate the security investments to mitigate risk can be
applied. So far, no standard model for determining the
financial risk associated with security incidents exists and
the recommendation is for the use of several indexes,
combined or modified, due to the circumstances of
particular cases as the methods for figuring out the cost
of solutions can vary greatly. Some include hardware,
software and service costs, while others factor in internal
costs, including indirect overhead, and long-term impacts
on the productivity. Each of the indexes presented in this
paper (ROI, NPV and IRR) have their benefits, but each of
them used individually does not present an appropriate
solution. Therefore, the best way to assess the required
investment is the use of a combination of these methods.
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